CONTENTS IN DETAIL

ACKNOWLEDGMENTS xvii
INTRODUCTION xix
1
INTRODUCTION TO NETWORKING 1
Moving Data ArOUNG .......ooiiiiiiiiiie e 2
Bits N BYES ..ottt 2
Error Checking.. . vve et 3
HANAShAKING ..o e 3
Finding the Destinahon ............cooiiiiiiii ittt 4
The 1SO OSIMOdel ..o e 7
The Physical Layer ... ...cooiiiiiiiiie e 7
The Data Link LaYer .....ooieieiii e 8
The NEWOrK Layer ......oouuiiiiiiiiie it 8
The TransPOrt LAYer ......o..vieiiiiiiie et 8
The SeSSION LAYEr .. ..uiiiiiie et 9
The Presentation Layer .........oc.eeiiiiiiie e 9
The Application Layer .........coiiiiiii i 9
SUMIMAIY ettt et e e e ettt ee e e e e eas 9
2
INTRODUCTION TO WIRELESS NETWORKS 11
How Wireless Networks Work .........cccoiiiiiiiiiiii e 12
ROIO -ttt 13
Wireless Data Networks .........ccoiiiiiiiiiiiiie e 15
Benefits of Wireless .......oooiiiiiiii e 19
Wireless Data SErVICES ........eiiiuiieiiiie ettt et 20
W e 20
Cellular Mobile Wireless Services ............cocoiiiiiiiiiiiiii e 23
WIMAX <o 25
What About Bluetooth ..o 26
Frequency AlloCations.........ooouiiiii it 26
CROOSING O SEIVICE ...ttt ettt ettt ettt 27
3
HOW WI-FI WORKS 29
WIiFi Network Controls ........ooiuiiiiie et 29
The Physical Layer.......oo.uiiiiii et 30
The MAC LOYET ..ottt 31

Other Control LAYers .......eoiiii ittt 32



WIiFi NetWork Protocols. ... ..ooooeie e 32

Wi-Fi Radio FreqQUENCIES .........ooiiiiiiiiiiiieiee e 33
Wireless Channels ..........ooooiiiiiiiiii e 33
Reducing Interference ...........cccooviiiiiiiiii e 34

Wireless Network DeViCes. .........oeiiuiiiiiiiiiiie e 36
NEWOTK AdAPIErS .......eeiiiiiiiie e 36
ACCESS POINES ..o 38
Building @ NEtWOrK ......cooviiiiiiiiiiiii i 39
Public and Private Networks ............ooiiiiiiiii i 40

Putting It All TOGether.....coiiie e 41

4

THE HARDWARE YOU NEED FOR WI-FI 43

Everybody Speaks the Same Language (More or Less) ......cc.ooviiiiiiiiiiiiiiiiiceie e 44

INEIWOTK AGPIErS ...t e e 45
FOMM FOCOT ..t 46
Internal vs. External ARENNas ..........oouiiiiiiiiit it 50
INteroperability...... .o it 51
Finding Drivers for Your Adapter...........cooiiiiiiiiiieiieie e 52
Ease OF USE ... it 54
Securing Your NetWOrK........cccoviiiiiiiiiiii ittt 56
Documentation and Technical SUpPOrt ........coooiiiiiii e 56
REPUIAHON ... 57

Adapters for Ad Hoc NetWorks .......c..cooiiiiiiiiiiiiiiiii e 58

DUGIPUIPOSE AGPIEIS ... ettt 58

ACCESS POINES ... 59
Operating SIandards ..........ociiiiiiiiiie e 60
Pure Wireless LANS ..ottt 60
Wireless Access to a Wired LAN ... 61
Combining the Access Point with a Wired Hub ..., 62
Broadband Gateways............couiiiiiiiiiii i 63
Multiple Access POINES.......c.uiiiiriiiiie et 63
Enhanced-Performance Access Points..........cooouiiiiiiiiiiiiii e 65

EXIErNQl ANENNGS ...t 65
Antenna Characterishes .. ....o.vieiuiiiiiie ettt 67
How to Choose an ARtenna ...........oooiiiiiiiiiiiie e 68
ROIING YOUr OWN ..o 69
Where to Use a Directional Antenna ..........cccoeiiiiiiiieiiiiiiii e 69
Antennas Are a Whole Other World ..........ccccooiiiiiiiiiii 71

[1's TIME 10 BUY ....eeiiiiiiii e 71

5

MANAGING YOUR WI-FI CONNECTIONS 73

Installing PC Card AdApters ...........ooiiiiiiie et 74

Installing USB AdGPIErS . .....coieieeiiiieieie ettt 74

Installing an Internal Adapter in a Laptop Computer ..........cceeiiiiiiiiieiieeiie e 75

Installing an Internal Adapter in a Desktop System...........ccccooiiiiiiiiiiiiiiie e 76

X  Contents in Detail



Loading the Driver SORWAre ..........ccooiiiiiiiiii e 76

Choosing @ Control Program .............cooiiiiiiiiiiie et 77
The Microsoft Wireless Network Connection Utility..........cccccovivniinninninnnn 78
The Intel PROSet/Wireless Program.............occueeviieiiiiiiiiii e 86
Other Wi-Fi Adapters and Control Programs ............ccceevieiiiiiecnieniecneeene. 88
SHAtUS INFOrMAHON ... ittt 90
Changing Your Adapter’s Configuration Setfings ...........cccoorviiriiiiiiiiiiiiee e 91
Configuring a Network Connection ............ccuueiiiiiiiiiiiieiie et 92
The Mobile Life: Moving from One Network to Another ...........cccccoviiiiinienn. 92
Beyond WINAOWS.....c...iiiiiiiiieiiie e e 93
Signal Strength vs. Signal Quality .........oooiiiiiii 94
6
WI-FI FOR WINDOWS 97
Windows Network Configuration in General............coceiiiiiiiiiiiiiiiiiecc e, 99
[P AArESSES ... 99
The Subnet Mask........coouiiiiiiiiii 101
GUIBWAYS ... 101
Domain NAME SErVers.............coiiiiiiiiiiiiiei i 101
File and Printer Sharing..........cooooiiiiiiiiiie et 102
Network Interface Adapter Options ..........ccc.eviiiiieiiiinieiie e 102
Naming Your Computer...........coiiiiiiiiiiiiii e 102
ConfIguring WINAOWS .....ecuuiiiiiiiie ettt ettt 104
Do You Have the Latest Firmware? ............coocooviiiiiniiniiiiic 104
Using the Windows Wireless TOOIS..........cooviiriiiiiiiiiniiiieie 105
Network Interface Adapter Options ..........ccceeiiiiiiiiiinieiie e 110
Naming Your Computer...........coiiiiiiiiiiiiii e 111
Troubleshooting the CoNNECHON ........cciiiiiiiiiie et 113
7
WI-Fl FOR LINUX AND UNIX 115
Drivers, Back Seat and Otherwise ........cccooooiiiiiiiiiii 116
Where 10 FINd DFIVErs.........ooouiiiiiiiiiiieeee e 118
LINUX DIIVEIS ... 118
UNIX DIIVEIS ..o 120
W iFi Control Programs........c..eeieiiiiiiieiee e 121
Using Built-in SOMWATe ....c..oiiiiiiiiii it 121
Add-on Wi-Fi Programs..........cceeouiiiieiie i e 123
Looking Under the Hood ..........ooiiiiiiiiiiii e 125
WIrlEss TOOIS ...t 126
Programs Based on the Wireless Tools..........ccccooiiiiiiiiiiiiiie e 127
Status Display Programs ..........c.ooviiiiiiiiiiie et 127
Configuring an Access POINt.........iiiiiiiiiieiii e 128
W T FOI UNIX e 129
Configuration TOOIS ........eiiiii e 129
wiconfig and wicontrol ...........ccooiiiiiiiii 129

Contents in Detail  Xi



8

WI-FI FOR MAC 133
AIPOrt COMPONENTS. ...ceiiiiiiiiiiiiii et 134
Setting Up an AirPort Network ...........couiiiiiiiiiiiiie e 135
Installing the Hardware ...........cccooiiiiiiiiic e 135
Running the AirPort Setup AsSiStant.........cooiiiiiiiiiiiie et 136
The AirPort ULt ..ot 137
The AIrPort SEAtUS 1CON ..c..viiiiiiiei e 137
Using an AirPort NetWork ..........cccuiiiiiiiiiiiiiiiieiee e 137
Connecting Macintosh Clients to Other Networks.............cccooiiiiiiniincieiiiciee 138
Using Non-Apple Adapters with @ Mac..........ooiiiiiiiiiiiiiic e 138
Connecting an AirPort Card to a Non-AirPort Access Point..........c.ccocoiiiiiiiiiiiineee, 139
Connecting Other Wi-Fi Clients to an AirPort Network .........cccccouiiiiiiiiiiiieiiccnn, 140
NEIWOTK Properties............oiiiiiiiiiiiieiie e 140
Configuring an AirPort Extreme from Windows ............ccociiiiiiiniiiiiic e, 141
s AIrPort the ANSWEIZ ..ottt 141
9
INSTALLING AND CONFIGURING
WI-FI ACCESS POINTS 143
Installing ACCess POINES. ........eiiiiiiiiie et 144
Configuring the Access Point Through a Browser............cccooviieiiiiiiiiie, 146
DHCP and Other Distractions...........ciueiuieiieiieiie et 148
DINS AdAresses. ......oouieiiiiiieiiie et 148
Configuration Commands and Settings ...........cooouieiiieiiiiiiiiie e 149
How Many Access Points2..............oiiiiiiiiiiiiii e 152
Using Multiple Access Points............cooiiiiiiiiiiiiiie e 154
Performing @ Site SUIVEY ......oiiiiii it 156
Make @ Site Plan . . ...ooiiiii i 156
Testing, TESNG . . . ceeeiriiii e 160
Interference Problems...... ..ot 163
Advantages of Mixed Networks ............ccooiiiiiiiiiiiiii e 165
Access Points Combined with Hubs and Gateway Routers.............cccccoceeinns 166
Extending the NetWOrK..........ccoviiiiiiiiiiiiii e 167
Legal ISSUBS ... 167
Outdoor Antennas and Access Points............cccoviviiiniiiiiiiiiici 170
Campus NEWOTKS......coueiiiiiiiee e 175
Connecting the Access Points to a LAN and the Internet...........cccccooiiiiiiiiii, 176
Networking Your Neighborhood..............ccciiiiiiiiiiiiii e 177
Keeping Your ISP HApPy ....cooviiiiiiiiii e 178
Network Security: Everybody Is Your Neighbor ..........cccccooiiiniiniinns 179
10
LONG RANGE POINT-TO-POINT LINKS 181
Extending the LAN ......iiiiiiiii e e 182
Bridge ROUIETS ...ttt 184
Point-to-Point and Pointo-Mullipoint.........c..eeiiiiiiiiiie e 185

Xii  Contents in Detail



Installing @ PointHo-Point Link.........ccoiiiiiiiie e 185

Choose a Signal Path ..ot 186
Reaching the Boondocks: Long-Range Links ...........cccoccuiiiiiiniiiiiii 186
Aligning the Antennas .........cccuiiiiiiiiii et 187
Obstructions and Relays..........oooeiiiiiiiiii i 189
Alternatives to Wi-Fi for Point4o-POiNt.........uiieieieiiieiee e e nes 190
Antennas for Network Adaprers .........c.ooiiieeiiiiiiie et 191
Build Your OwWn Antenna® ... ....ovveeecc e 191
11
CONNECTING TO AN EXISTING WI-FI NETWORK 195
PUBlic WI-Fi IS NOE SECUIE ... e 196
Finding @ WiFi Hot SPOt. ..ottt 197
Keeping Your Data SECUIE ......vuiiiiiiiiieiiiii e 199
NetStumbler and Other Sniffer Tools.........cccoooiiiiiiiiii 200
Public Hot SPOts......coouiiii it 202
Municipal Wi-Fi NEtWOTKS .....oo.uiiiiiiiiii i 204
“Free Public WIFI” ... .o 205
Unprotected Private Access POINS ........coouiiiiiiiiiiie et 208
12
WIRELESS NETWORK SECURITY 211
Protecting Your Network and Your Data.........couciiiiiieiieiie e 214
Protecting Your ComMPUIET.........uiiiiiiiiiie it 216
W iFi SECUIY TOOIS ...t et 217
Network Name (SSID) ....couviiiiiiiiiie et 217
WEP ENCryption .....cooiiiiiii i 219
WPA ENCIyPHON ... 222
Access Control (MAC Authentication) ...........c.c..oeeeiiiiiiiiiiiiie e 224
Virtual Private NetWoOrks ...........uueeeeieiieie oo 225
Authentication: The 802.1x Standard ............oiiioiiiiieiee e 225
FIreWalS .o 226
Keep Wireless Infruders at Bay .........ccoviiiiiiiiiiiiiiiieeeee 227
Isolate Your Network from the Internet ........ccccoooviiiiieieiiiiiiii 228
Access Points With Firewalls.............oovuiiiiic e 229
FireWall SOfWAIE ..o 231
TUIN OFF DHCP ... e e 232
TUIN OFff the POWET ..o e 233
PhySicOl SECUITY ....eeiiiie ettt 233
Sharing Your Network with the World ..o 235
Some Final Thoughts About Wi-Fi SeCUrity .......cooiiiiiiiiiiiii e 237
13
ALTERNATIVES TO WI-FI:
WIRELESS BROADBAND DATA 239
What's Wrong with Wi-Fi2......oooiiiiii e 240
Broadband Data SEIrVICES. .......uveee e 240

Contents in Detail

xiii



Comparing TechnOlOGies ..........uiiiiiieiiie et 242

Choosing a Service Provider...........c..oiiiiiiiii e 244
COVEIUGE -ttt 245
Dt SPEEA ... e 246
OBt ettt e 246
Choosing a Network Adapter............coviiieiiiiiiiiieiiee e, 247
Service and SUPPOTT .. ..ooiiiiiiii it 247
Broadband Wireless Services Around the World .........c.cooiiiiiiiiciiiens. 248
Connecting to a Wireless Broadband Network .............ccocciiiiiiiiicic i, 248
Using More Than One COMPUIET ..........eiiiiiiiiiit et 249
Broadband SECUFItY .......eiiiie et 250
Clearwire, Sprint, and Other Pre-WiMAX Services ...........cccoovieiiiiiiiiiiiiieeie e 250
Broadband Wireless in Automobiles and Other Vehicles............cccccooiiiiiniiiiininee. 251
TracNet oo 253
External AREnNGS .......ooiiiiiiit e 254
SaAfety ISSUBS vttt 254
14
SMARTPHONES AND PDAs 255
Connecting to the Internet Through PDAs and Other Handheld Devices........................ 256
Choosing @ SMAMPRONE .......iiiiiiii e 257
Smartphone Operating SYStems .........ccueeiiiiiiiiiiiie et 258
WHICH I8 BESIR ... e e 263
15
VIRTUAL PRIVATE NETWORKS 265
VPN MEHhOAS ... 268
VPN SEIVEIS ... 268
Configuring a Windows Server for a Wireless VPN ...........ccocoviiiiiiniinnn, 269
VPN Servers For UNiX ........eoouieiiieiiiieiieiiie e 270
Network Hardware with Builkin VPN Support .........cccovviiiiiniiiiiiiiec 271
VPN Client SOfWAre .....c.uiiiiiiiii it 272
Configuring Windows for VPN ..ot 272
The Microsoft L2TP/IPsec VPN Clent.........euieieieee e 276
Making the Connection in Windows.........c.cooiiiieiieiiiiniciie e 276
WiIndows XP OPHONS .....couviiiiiiieiiieeeiee e 277
VPN Clients for UniX........cooiiriiiriiiiiiiiiiie ettt 279
Using a Wireless VPN L...o.iiiiiiiiiii e 280
Making the Connecton ..........ccoiiiiiii it 282
Bypassing the VPN .......coiiiiiiiiie e 283
Using a VPN Through a Public Network.............ccccvciiniiiiiiiiiciccece, 283

Xiv  Contents in Detail



16

USING BROADBAND FOR TELEPHONE CALLS 285
VolIP over Broadband Wireless and WiMAX ........ccociiiiiiiiniiiniiiieccccc 287
Voice over Wi-Fi .o 289
17
TIPS AND TROUBLESHOOTING 293
My computer doesn’t detect my network adapter. .........c..cooivniiiiiiiiiici 293
The wireless control program fries to run, even if I'm not using my adapter. ................. 295
My computer won't associate with the local network. ........cccocoviiiii 296
My computer connects to the wrong network. ..........ccocoriiiiiiiiiiiiicie e 296
| can see the local network, but | can’t connect to the Internet. ........cccccovvvvviviiiiinnnnnn. 297
| can see the Internet, but | can’t see other computers on my LAN. ..., 297
The signal strength is weak or signal quality is low. ........ccooiiiiiiiiiiii, 297
| can’t find @ public network. ... 298
| don’t know if I'm within range of a network. ........cccccciiiiiiiiiiiiii e 298
The NEtWOrK is SIOW. ...iiiiiiiiiiiiei e 298
My computer drops its CONNECHON. .....cuiiiiiiiiiiiie ettt 299
My Wi-Fi network has crashed. .........cc.ccoviiiiiiiiiiii 299
Can | improve performance with an external antenna2 ............cccccooiiiiiiiiiiii e, 300
What else can | do to improve performance? ..............ccooivviiiiiniiiiiiic 300
When | move to a different access point, the adapter loses the connection. ................. 301
Where can | find a copy of the WiFi standards@ ...........ccccooiiiiiiiiiiiiiciccc, 301
How can | find out who made my network adapter?............cccoceviiiiiiicin, 301
Is the software that came with my network adapter or

access Point UP 10 At ......o.iiiiiiiiiie et 302
I'm having trouble connecting to a broadband network. .........cccccoooiiiiiii 303
I'm having trouble connecting to my VPN ...t 303
How can | extend the life of my computer’s battery® .............ooociiiiiiii, 304
Can | use my access point as a network bridge? ............ccccooiiiiiii 304
I've heard that radio signals from cellular phones might be dangerous.

What about WIFIZ ... 305
INDEX 307

Contents in Detail

XV



