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Chapter 2

are downloading and using your program without paying for it. You write a
webbot to find websites that are using your JavaScript program without your
permission. This webbot searches the Internet and makes a list of URLs that
reference your JavaScript file. In a separate step, the webbot does a whois
lookup on the domain to determine the owner from the domain registrar.3
If the domain is not one of your registered users, the webbot compiles contact
information from the domain registrar so you can contact the parties who

are using unlicensed copies of your code.

Monitor Opportunities

You can also write webbots that alert you when particular opportunities arise.
For example, let’s say that you have an interest in acquiring a Jack Russell
Terrier.* Instead of devoting part of each day to searching for your new dog,
you decide to write a webbot to search for you and notify you when it finds a
dog meeting your requirements. Your webbot performs a daily search of the
websites of local animal shelters and dog rescue organizations. It parses the
contents of the sites, looking for your dog. When the webbot finds a Jack
Russell Terrier, it sends you an email notification describing the dog and its
location. The webbot also records this specific dog in its database, so it doesn’t
send additional notifications for the same dog in the future. This is a fairly
common webbot task, which could be modified to automatically discover job
listings, sports scores, or any other timely information.

Verify Access Rights on a Website

Webbots may prevent the potentially nightmarish situation that exists for any
web developer who mistakenly gives one user access to another user’s data.
To avoid this situation, you could commission a webbot to verify that all users
receive the correct access to your site. This webbot logs in to the site with
every viable username and password. While acting on each user’s behalf, the
webbot accesses every available page and compares those pages to a list of
appropriate pages for each user. If the webbot finds a user is inadvertently
able to access something he or she shouldn’t, that account is temporarily
suspended until the problem is fixed. Every morning before you arrive at
your office, the webbot emails a report of any irregularities it found the
night before.

Create an Online Clipping Service

Suppose you’re very vain, and you’d like a webbot to send an email to your
mother every time a major news service mentions your name. However, since
you’re not vain enough to check all the main news websites on a regular
basis, you write a webbot that accomplishes the task for you. This webbot
accesses a collection of websites, including CNN, Forbes, and Fortune.

3 whois is a service that returns information about the owner of a website. You can do the
equivalent of a whois from a shell script or from an online service.

*1 actually met my dog online.



You design your webbot to look only for articles that mention your name, and
you employ an exclusion list to ignore all articles that contain words or phrases
like shakedown, corruption, or money laundering. When the webbot finds an
appropriate article, it automatically sends your mother an email with a link to
the article. Your webbot also blind copies you on all emails it sends so you
know what she’s talking about when she calls.

Plot Unauthorized Wi-Fi Networks

You could write a webbot that aids in maintaining network security on a large
corporate campus. For example, suppose that you recently discovered that
you have a problem with employees attaching unauthorized wireless access
points to your network. Since these unauthorized access points occur inside
your firewalls and proxies, you recognize that these unauthorized Wi-Fi net-
works pose a security risk that you need to control. Therefore, in addition to
a new security policy, you decide to create a webbot that automatically finds
and records the location of all wireless networks on your corporate campus.
You notice that your mail room uses a small metal cart to deliver mail.
Because this cart reaches every corner of the corporate campus on a daily
basis, you seek and obtain permission to attach a small laptop computer with
a webbot and Global Positioning System (GPS) card to the cart. As your
webbot hitches a ride through the campus, it looks for open wireless network
connections. When it finds a wireless network, it uses the open network to send
its GPS location to a special website. This website logs the GPS coordinates,
IP address, and date of uplink in a database. If you did your homework
correctly, in a few days your webbot should create a map of all open Wi-Fi
networks, authorized and unauthorized, in your entire corporate campus.

Track Web Technologies

You could write webbots that use web page headers, the information that servers
send to browsers so they may correctly render websites, to maintain a list of

web technologies used by major corporations. Headers typically indicate the
type of webserver (and often the operating system) that websites use, as shown
in Figure 2-4.

EX Shell :Jgﬂjﬂ

IC:s>curl ——head http:/swwu.chrysler.com
HTTP~1.1 208 OK
Server: IBM_HTIP Server.2
Last—-Modified: Thu, 22 Jan 2089 19:23:28 GMT

: "2chfd8-11a36-87269a08"

: texts/html

2 Sun, 22 Feb 20889 18:26:12 GMT
Connection: keep—alive
Set—Cookie: AkamailD=True; domain=.chrysler.com
®-N: §

RN

Figure 2-4: A web page header showing server technology
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Your webbot starts by accessing the headers of each website from a list
that you keep in a database. It then parses web technology information from
the header. Finally, the webbot stores that information in a database that is
used by a graphing program to plot how server technology choices change
over time.

Allow Incompatible Systems to Communicate

In addition to creating human-readable output, you could design a webbot
that only talks to other computers. For example, let’s say that you want to
synchronize two databases, one on a local private network and one that’s
behind a public website. In this case, synchronization (ensuring that both
databases contain the same information) is difficult because the systems use
different technologies with incompatible synchronization techniques. Given
the circumstances, you could write a webbot that runs on your private network
and, for example, analyzes the public database through a password-protected
web service every morning. The webbot uses the Internet as a common protocol
between these databases, analyzes data on both systems, and exchanges the
appropriate data to synchronize the two databases.

Final Thoughts

Chapter 2

Studying browser limitations is one way to uncover ideas for new webbot
designs. You’ve seen some real-world examples of webbots in use and read
some descriptions of conceptual webbot designs. But, enough with theory—
let’s head to the lab!

The next four chapters describe the basics of webbot development:
downloading pages, parsing data, emulating form submission, and managing
large amounts of data. Once you master these concepts, you can move on to
actual webbot projects.



