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No Starch Press Releases DESIGNING BSD ROOTKITS:
An Introduction to Kernel Hacking

April 11, 2007, San Franci sco—For nost conputer-savvy readers, the
word “rootkits” is synonynous with the word “evil.” (W al

renenber the Sony rootkit, right?) Traditionally, rootkits are
used to covertly give a renote attacker conplete control of a
computer, including admnistrative privileges, while evading
detection by hiding running processes and files. Rootkits are a
growing threat to even the nost secure operating systens.

However, | earning how rootkits work can teach us a | ot about an
operating system |n Designing BSD Rootkits: An Introduction to
Kernel Hacking (No Starch Press, April 2007,

http://ww. nostarch.comrootkits. htm, author Joseph Kong shows
how to wite of fensive rootkits, defend against nalicious ones,
and explore the FreeBSD kernel in the process. As the first book
to approach rootkits froma FreeBSD centric perspective, Kong's
goal is to nmake readers smarter, not teach themhowto wite
exploits or launch attacks.

Whi | e Designing BSD Rootkits focuses on programmr ng and devel opi ng
rootkits under FreeBSD, nost concepts apply to other operating
systens, such as GNU Linux or Wndows. Kong' s |iberal exanples
assune no prior kernel-hacking experience. Al code is thoroughly
descri bed and anal yzed, and each chapter contains at |east one
real -worl d application.

Readers of Designing BSD Rootkits |earn

e The fundanental s of FreeBSD kernel nodul e progranm ng

e How to use call hooking to subvert the kerne

e How to manipulate the objects the kernel depends upon for its
i nternal record-keeping

e How to patch kernel code stored in main nmenory, thus altering
the kernel’'s logic while it’s still running

e How to defend against the attacks descri bed

“The word “hacking” has a bad nanme, but there is nore to hacking
than breaking into systens,” said No Starch Press founder Bil
Pol l ock. “This is not a book for script kiddies who just want to
| aunch easy exploits. This is heady stuff. This is a book for rea
hackers who want to understand how t he kernel works so that they
can better secure their OS, whether it's FreeBSD or other.”



Anyone with an interest in systens administration, open source
operating systems, or conputer security has sonmething to | earn
from Desi gni ng BSD Rootkits.

Addi ti onal Resources:
Tabl e of contents: http://wwv nostarch. comrootkits_toc.htm
Sanpl e chapter: http://ww. nostarch. conl downl oad/ rootkits _ch2. pdf

ABOQUT THE AUTHOR: Joseph Kong (www. t hestackfrane.org/) is a self-
taught progranmmer who dabbles in information security, operating
system theory, reverse engineering, and vul nerability assessnent.
He has witten for Phrack Magazi ne and was a system adm ni strator
for the Gty of Toronto.

Desi gni ng BSD Rootkits: An Introduction to Kernel Hacking
Joseph Kong, April 2007, 144pp., |SBN 978-1-59327-142-8 US$29. 95
Avai l abl e at fine bookstores everywhere, from

www. orei |l ly. com nostarch, or directly fromNo Starch Press
(www. nost arch. com 800. 420. 7240, +1 415. 863. 9900).

ABOUT NO STARCH PRESS:. Founded in 1994, No Starch Press is one of
the few remai ni ng i ndependent conputer book publishers. W publish
the finest in geek entertai nment—ani que books on technol ogy, with
a focus on (pen Source, security, hacking, programm ng, and
alternative operating systenms. Qur titles have personality, our
aut hors are passionate, and our books tackle topics that people
care about. No Starch Press books have been included in the
presti gi ous Conmuni cation Arts Design Annual and STEP inside 100
conpetition, and have won the | ppy Award from I ndependent
Publ i sher magazi ne. See www. nostarch.com for nore information and
our conplete online catalog. (And nost No Starch Press books use
RepKover, a lay-flat binding that won't snap shut.)
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