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sources, 78
Equifax breach, 107
error handling, 223
eval function, 184
examples
accountant, 64
Ariane 5, 223
backing up photos, 51
bank vault, 33-35
child-proofing, 40

COVID-19 stay-at-home emergency

order, 60
credit card contract, 175
customer relationship
management (CRM), 58
endianness mix-up, 97
floating-point underflow, 151

generating random numbers using

lava lamps, 78
HTTP cookies, 68
iMessage, 64
integer overflow, 153
LEGO, 55
memory allocation

vulnerabilities, 158
Norman Bates, 71
Ocean’s Eleven, 37
online shopping app with

bugs, 134

plywood, 65

predictable account IDs, 61

Reddit user, 64

safe deposit box, 67

Star Wars, 56

Superman, 57

tax ID privacy, 63

traveling sales staff, 101
exception handling, 223

F

Facebook Beacon, 30
Fail Securely pattern, 62
floating point
equality test problematic, 150
precision, 149
Python example, 151
footguns, 138-139
Four Questions, 25, 98-99, 103
as guidance for a security design
review, 116-119
free function, 157
functional testing, 209
with GotoFail vulnerability, 209
fuzz testing, 215
example, 214

G

Garg, Praerit, 35

GCC compiler, 139

General Data Protection Regulation

(GDPR), 12

Goldilocks principle, 28

Gold Standard, 11, 16-19, 37
auditing, 14
authentication, 14
authorization, 14
meaning of name, 14
relation to C-I-A, 15

GotoFail vulnerability, 137, 140
lessons, 139
source code, 138

guard, 63

hardware random number generators
(HRNG), 78



hash. See message digest
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valid for a purpose, 171

inside jobs, 18

insurance, 38

integer overflow, 146
mitigation, 155
security testing, 206

integration testing
data leak detection, 220

integrity, 11, 13

Intention and Malice. See Confused

Deputy anti-pattern
interfaces
between components, 225
intraprocess, 50
kinds of, 49
secure design, 103
securing, 226
Internet Explorer, 35

K

keyed hash function, 79
key exchange, 87
Diffie-Hellman algorithm, 88
randomness requirement, 89
secure communication
establishment, 89

Index

285



286

Index

L

last mile, 240

leaks, memory, 160

Least Common Mechanism pattern,
64, 108

Least Information pattern, 57, 104

Least Privilege pattern, 56, 178

legacy security, 227

Let’s Encrypt, 192

loopholes, 62

low-level programming, 146

malloc function, 157, 160
managing complexity, 237
math.isclose function, 150
Meltdown, 141
memory
access vulnerabilities, 156-162
buffer overflow, 157
heap, 157
leaks, 160
management, 156
message authentication code
(MAC), 78
nonce, 80
replay attacks, 79
secure communications use, 80
tamper prevention, 79
message digest, 78-80
collision, 78
replay attacks, 79
Microsoft Windows, 35
Minsky, Marvin, 136
misleading indentation warning, 139
mitigation, 38, 43-52
definition of, 44
minimizing attack surfaces, 45
minimizing data exposure, 47
narrowing windows of
vulnerability, 46
partial, 39
protecting communications, 50
protecting interfaces, 49
protecting storage, 51
real-world examples of, 43
structural, 45—48

mobile data security, 241

models

Code Access Security (CAS), 46, 73

data flow diagrams (DFD), 27

Unified Modeling Language
(UML), 27

Morris worm, 233

National Security Agency (NSA), 100
National Transportation Safety Board

(NTSB), 239

Netflix, 13

NET Framework, 46, 243
Netscape Navigator, 35
nonce, 80, 201

0

obsolescence

software support, 52
storage media, 51

one-time pad, 81

reuse problem, 82
use restrictions, 82

OpenSSL, 162
opportunistic protection, 29

overflow

P

buffer, 157

integer, 146
common vulnerabilities, 149
example, 153
mitigation, 155

padding, 80
path traversal, 179

patterns

Accept Security Responsibility, 69
Allowlists over Blocklists, 60
Avoid Predictability, 61
Complete Mediation
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general use of, 54
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Least Information, 57, 104
Least Privilege, 56
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repudiation, 37. See also STRIDE
risk acceptance, 38
risk assessment, 29
T-shirt sizes, 29, 229-230
risk transfer, 38
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exploring alternatives, 107
high security requirements, 100
interfaces, 103
minimal security requirements, 100
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iterative design, 99
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secure development environment, 231
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security testing, 205-220
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input validation, 211
integer overflow, 206
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memory management, 206
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SOP (Same Origin Policy), 193-196 real-life applications, 41
Spectre, 141 real world, 40
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SQL injection, 176-179 threats, 23—41 See also attacks
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driver’s ed, 75 brute-force guessing, 16
“No Game Scheduled”, 176 categorizing with STRIDE, 35
street crossing, 6 fact of communication, 50
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STRIDE, 35-38 mitigation, 38, 43-52
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repudiation, 37 Meltdown, 141
strlcpy function, 161 mitigation, 142
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independent third-party, 10
spectrum, 8
transparency, 10
trust but verify, 8
trust boundaries, 26, 101, 120
identification, 30
kernel/userland interface, 31
trust level
aggregating or splitting, 32
trust vs. privilege, 31
Trustworthy Deputy. See also Confused
Deputy anti-pattern
Twitter, 19
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case, changing, 175
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homomorphs, 174
Unified Modeling Language (UML), 27
uniform resource locator (URL), 188
Unpatchable Components
anti-pattern, 74
unpickling, 143
untrusted input, 132, 143, 167-168
userland. See trust boundaries
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vulnerabilities, 130, 133.
buffer overflow, 160
character string, 173-175
countermeasures, 140
cross-site request forgery (CSRF

or XSRF), 199
cross-site scripting, 196
example of a chain, 134
fixed-width integer, 147
floating point, 149
GotoFail, 137
Heartbleed, 162, 216
injection, 175, 199
path traversal, 179

regular expressions, 181
relation to bugs, 133
SQL injection, 176-179
Unicode, 174
XML entities, 182
vulnerability, narrowing windows
of, 46
vulnerability chains, 134
vulnerability triage, 228-231
crafting working exploits, 230
decision making, 231
DREAD assessments, 229
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web security, 185-203
client/server model, 187
common vulnerabilities,

196-201
CSS visited selector, 202
frameworks, 186
HTMLD5, 196
HTTP header injection, 202
HTTP response headers, 202
model, 187
redirects, 202
rel="noopener" attribute, 202
rel="noreferrer" attribute, 202
session cookies, 194-195, 200
X-Frame-Options header, 202
XML external entity

attacks, 202

window.open, 193

World Wide Web, 185. See also web

security
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Epoch fail (376), 219
Exploits of a Mom (327), 176
Heartbleed Explanation
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(538), 90
XSREF. See cross-site request forgery
(CSRF or XSRF)
XSS. See cross-site scripting (XSS)





